Cybersecurity Services Provider Compendium 2024 — Europe
December 2024: Complimentary Abstract / Table of Contents

Provider Compendium
Cybersecurity

/E\verest Group®



Our research offerings

This report is included in the following research program(s):
Cybersecurity

YV VYV VYV vV Y Y Y Y Y Y Y VY Y Y Y VY VY VY VY Y VY VY VY VY VY VvYy

Advanced SciTech

Amazon Web Services (AWS)

Application Services

Artificial Intelligence (Al)

Asset and Wealth Management

Banking and Financial Services Business Process

Banking and Financial Services Information Technology

Catalyst™

Clinical Development Technology

Cloud and Infrastructure

Contingent Staffing

Contingent Workforce Management
Contract Research Organization Services
Customer Experience Management Services
CX Excellence

CXM Technology

Cybersecurity

Cyber Threat Detection and Response

Data and Analytics

Digital Adoption Platforms

Digital Services

Digital Workplace

Employee Experience Management (EXM) Platforms
Employer of Record (EOR)

Engineering Research and Development
Enterprise Platform Services

Exponential Technologies

YV VYV YV Y VYV Y Y Y Y Y Y VY VY VY Yy VY Yy VY VY VY VY VY VY VY VY VvYYyYy

Finance and Accounting

Financial Crime and Compliance
Financial Services Technology (FinTech)
Forces & Foresight

GBS Talent Excellence

Global Business Services

Google Cloud

HealthTech

Human Resources

Insurance Business Process

Insurance Information Technology
Insurance Technology (InsurTech)
Insurance Third-Party Administration (TPA) Services
Intelligent Document Processing
Interactive Experience (IX) Services

IT Services Excellence

IT Talent Excellence

Lending and Mortgages

Life Sciences Business Process

Life Sciences Commercial Technologies
Life Sciences Information Technology
Locations Insider™

Marketing Services

Market Vista™

Microsoft Azure

Microsoft Business Application Services
Modern Application Development (MAD)

/Eerest Group® Proprietary & Confidential. © 2024, Everest Global, Inc. | EGR-2024-65-CA-6868

YV YV YV VvV Y Y Y Y Y Y Y Y Y VY Y VY VY Y VY Y VY VY VY VY VvYYyYy

Multi-country Payroll

Network Services and 5G

Oracle Services

Outsourcing Excellence

Payer and Provider Business Process
Payer and Provider Information Technology
Payment Integrity Solutions

Price Genius — AMS Solution and Pricing Tool

Pricing Analytics as-a-Service

Process Intelligence

Process Orchestration

Procurement and Supply Chain
Recruitment

Retail and CPG

Retirement Technologies

Revenue Cycle Management

Rewards and Recognition

SAP Services

Service Optimization Technologies
Software Product Engineering Services
Supply Chain Management (SCM) Services
Sustainability Technology and Services
Talent Genius™

Technology Skills and Talent

Trust and Safety

Value and Quality Assurance (VQA)

If you want to learn whether your
organization has a membership
agreement or request information on
pricing and membership options, please
contact us at info@everestgrp.com

Learn more about
our custom research capabilities

Benchmarking
Contract assessment
Peer analysis

Market intelligence

Tracking: providers, locations, risk,
technologies

Locations: costs, skills, sustainability,
portfolios



Contents

4 Introduction and overview 88  Kyndryl
5 Research methodology 93  LTIMindtree
6 Key information on the report 99 NTT DATA
7  Introduction 104  Orange Cyberdefense
8 Focus of the research 109 Reply
114  Sopra Steria
9 Enterprise sourcing considerations 118  Stefanini
10  Accenture 123 TCS
17 BT Group 128 Tech Mahindra
22 Capgemini 134  Telefonica
27  Cognizant 139 Tietoevry
32 Computacenter 143  T-Systems
37  CyberProof 148  Wipro
43  Deloitte 155 YASH Technologies
48 DXC Technology
For more information on this and other o4 Buiden 160 Appendix
research published by Everest Group, 59 EY 161 Glossary
please contact us: 64  Fujitsu 162 Research calendar
Kumar Avijit, Vice President 69 HCLTech
Shivraj Borade, Senior Analyst 76 IBM
Arjun Chauhan, Senior Analyst 82 Infosys

Prabhjyot Kaur, Senior Analyst )
Copyright © 2024 Everest Global, Inc.

Shivam Naidu, Senior Analyst We encourage you to share these materials internally in accordance with your license. Sharing these materials outside your organization in any form — electronic, written, or verbal — is prohibited

. . o unless you obtain the express, prior, and written consent of Everest Global, Inc. It is your organization’s responsibility to maintain the confidentiality of these materials in accordance with your
Rashi Garg, Senior Research Specialist license of them.

/E\Verest Group® Proprietary & Confidential. © 2024, Everest Global, Inc. | EGR-2024-65-CA-6868


mailto:shivraj.borade@everestgrp.com
mailto:arjun.chauhan@everestgrp.com
mailto:prabhjyot.kaur@everestgrp.com
mailto:shivam.naidu@everestgrp.com
mailto:rashi.garg@everestgrp.com
mailto:kumar.avijit@everestgrp.com

Introduction

Data security and governance laws in Europe are
increasingly stringent and dynamic, especially as new
technologies such as generative Al gain traction. The rise
of digital transformation trends, coupled with regulations
such as the Al Act with special provisions for gen Al,
presents unique challenges for European enterprises.
These businesses face region-specific cybersecurity
needs due to Europe's diverse cultural, linguistic, and
operational landscape, which demands tailored solutions
from service providers.

Simultaneously, the rapid adoption of cloud computing,
loT, and remote work has significantly expanded the
attack surface, heightening the vulnerability to complex
cyber threats such as data breaches and ransomware.

To address these challenges, service providers are
developing advanced cybersecurity solutions such as
Al-driven threat detection, zero-trust frameworks, Secure
Access Service Edge (SASE), and autonomous Security
Operations Centers (SOCs). Additionally, they are investing
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in talent development and automation to bridge the skills
gap. As the digital landscape continues to evolve, the focus
on proactive and adaptive security measures is expected
to drive the ongoing growth in the cybersecurity sector.

In this research, we present an assessment and detailed
profiles of 28 cybersecurity service providers from the
European region.

This report includes the profiles of the following 28
leading cybersecurity service providers: Accenture,
BT Group, Capgemini, Cognizant, Computacenter,
CyberProof, Deloitte, DXC Technology, Eviden, EY,
Fujitsu, HCLTech, IBM, Infosys, Kyndryl, LTIMindtree,
NTT DATA, Orange Cyberdefense, Reply, Sopra Steria,
Stefanini, TCS, Tech Mahindra, Telefonica, Tietoevry,
T-Systems, Wipro, and YASH Technologies

Scope of this report

Geography: Europe

Industry: All-encompassing
industries globally

Services: Cybersecurity services

Use cases: Only publicly available
information (~90 distinct use cases)
has been used for the entire analysis
in this report
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Overview and abbreviated summary of key messages

In this research, we present an assessment and Some of the findings in this report, among others, are:

detailed profiles of 28 cybersecurity service Everest Group Cybersecurity Services Compendium — Europe

providers from the European region. The The report includes the profiles of the following 28 leading service providers : Accenture, BT Group, Capgemini,
assessment is based on Everest Group’s Cognizant, Computacenter, CyberProof, Deloitte, DXC Technology, Eviden, EY, Fujitsu, HCLTech, IBM, Infosys, Kyndryl,

LTIMindtree, NTT DATA, Orange Cyberdefense, Reply, Sopra Steria, Stefanini, TCS, Tech Mahindra, Telefonica,
Tietoevry, T-Systems, Wipro, and YASH Technologies

annual RFI process for the calendar year 2024,
interactions with leading cybersecurity service

providers, client reference checks, and ongoing Service provider characteristics
analysis of the cybersecurity services market ® The European market stands apart with distinct enterprise expectations for outsourcing cybersecurity services. Service

providers are adapting their offerings to meet this evolving demand, delivering tailored solutions that align with the
region's unique needs

e Service providers are driving platform-led solutions, delivering faster outcomes and simplified delivery

® Providers are deepening their partnership ecosystems with technology vendors, driving joint go-to-market strategies, co-
innovation, and resource optimization.

e Significant investments have been made in upskilling the local talent through collaborations with public institutions,
fostering specialized expertise, and enabling cross-functional training
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The Cybersecurity Services Provider Compendium 2024 - Europe has 28 provider profiles

Provider 1 profile (page 1 of 4)

Overview

Vision

Provider 1 delivers services designed to protect digital assets durin,
transformations, ensuring akgnment with reguiatory requirements. |
enabies 10 advance thelr ity strategies, en
respanse capabiities, and safaguard thelr future against sophistica

Cybersecurity services revanue — Europe (CY 2024)

<US5200 million US5200-500 million USS500 million-1

Mota: Franca and Southem Europe (Spain, Ealy, and Portugal - Bansiux (Beigum, the

~
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Provider 1 profile (page 2 of 4)

Solutions

Proprietary solutions / IP / Products

Solutions Detalls

Sohution 1 It provides a comprehensivi
security aspects, including {

Solution 2 It is a comprehensive IAM £

and efficient access to syst|

Solution 3 This Is a suite of security sc
comprehensive protection, |

Solution 4 It is a managed security sed
threat detection technologie
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Provider 1 profile(page 3 of 4)

Investments and recent activities

Investments Detalls

The partnership aimed to &
innovative Al solutions, focy
implementing Al services al

Joint alliance

A verest Gy

acurity Sarvioss Provider Compandium 2024 — Eurcpe
Provider 1 profile (page 4 of 4)
Partnerships
REPRESENTATIVE LIST] [NOT EXHAUSTIVE]
Partners Partnership type Detalls
Partner 1 Technology pannarship It formed a strategic ip 10 enable 10 leverage the p cloud in their secure digital transformation.
Pariner 2 Technology parinership It 8ims to help banks address the industry's stringent compliance, security, &nd resiliency requirements.
Pariner 3 Technology partnarship It delivers accelarated migration 1o Azure that avolds comman risks. reduces expenses, and mests proper security and compliance requirements
Partner 4 Technalogy partnership It optimizs its monitoring and reparting capabilities in its MDR services.
A~
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Everest Group is a leading research firm helping business leaders make confident decisions. We guide clients through today’s market challenges and strengthen their strategies by applying contextualized problem-solving
to their unique situations. This drives maximized operational and financial performance and transformative experiences. Our deep expertise and tenacious research focused on technology, business processes, and engineering
through the lenses of talent, sustainability, and sourcing delivers precise and action-oriented guidance. Find further details and in-depth content at www.everestgrp.com.
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Everest Group’s Terms of Use, available at www.everestgrp.com/terms-of-use/, is hereby incorporated by reference as if
fully reproduced herein. Parts of these terms are pasted below for convenience; please refer to the link above for the full
version of the Terms of Use.

Everest Group is not registered as an investment adviser or research analyst with the U.S. Securities and Exchange
Commission, the Financial Industry Regulatory Authority (FINRA), or any state or foreign securities regulatory authority.
For the avoidance of doubt, Everest Group is not providing any advice concerning securities as defined by the law or
any regulatory entity or an analysis of equity securities as defined by the law or any regulatory entity.

All Everest Group Products and/or Services are for informational purposes only and are provided “as is” without any
warranty of any kind. You understand and expressly agree that you assume the entire risk as to your use and any
reliance upon any Product or Service. Everest Group is not a legal, tax, financial, or investment advisor, and nothing
provided by Everest Group is legal, tax, financial, or investment advice. Nothing Everest Group provides is an offer to
sell or a solicitation of an offer to purchase any securities or instruments from any entity. Nothing from Everest Group
may be used or relied upon in evaluating the merits of any investment. Do not base any investment decisions, in whole
or part, on anything provided by Everest Group.

Products and/or Services represent research opinions or viewpoints, not representations or statements of fact.
Accessing, using, or receiving a grant of access to an Everest Group Product and/or Service does not constitute any
recommendation by Everest Group that recipient (1) take any action or refrain from taking any action or (2) enter into a
particular transaction. Nothing from Everest Group will be relied upon or interpreted as a promise or representation as to
past, present, or future performance of a business or a market. The information contained in any Everest Group Product
and/or Service is as of the date prepared, and Everest Group has no duty or obligation to update or revise the
information or documentation. Everest Group may have obtained information that appears in its Products and/or
Services from the parties mentioned therein, public sources, or third-party sources, including information related to
financials, estimates, and/or forecasts. Everest Group has not audited such information and assumes no responsibility
for independently verifying such information as Everest Group has relied on such information being complete and
accurate in all respects. Note, companies mentioned in Products and/or Services may be customers of Everest Group or
have interacted with Everest Group in some other way, including, without limitation, participating in Everest Group

research activities.
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