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Introduction

Data security and governance laws in Europe are
increasingly stringent and dynamic, especially as new
technologies such as generative Al gain traction. The rise
of digital transformation trends, coupled with regulations
such as the Al Act with special provisions for gen Al,
presents unique challenges for European enterprises.
These businesses face region-specific cybersecurity
needs due to Europe's diverse cultural, linguistic, and
operational landscape, which demands tailored solutions
from service providers.

Simultaneously, the rapid adoption of cloud computing,
loT, and remote work has significantly expanded the attack
surface, heightening vulnerability to complex cyber threats
such as data breaches and ransomware. To address these
challenges, service providers are developing advanced
cybersecurity solutions such as Al-driven threat detection,
zero trust frameworks, SASE, and autonomous Security
Operations Centers (SOCs). Additionally, they are investing
in talent development and automation to bridge the skills
gap. As the digital landscape continues to evolve, the focus
on proactive and adaptive security measures is expected
to drive ongoing growth in the cybersecurity sector.
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In this research, we present an assessment and detailed
profiles of 28 cybersecurity service providers from the
European region, featured on the Cybersecurity Services
PEAK Matrix® Assessment 2024. The assessment is
based on Everest Group’s annual RFI process for the
calendar year 2024, interactions with leading cybersecurity
service providers, client reference checks, and ongoing
analysis of the cybersecurity services market.

This report includes the profiles of the following 28
leading cybersecurity service providers featured on
the Cybersecurity Services PEAK Matrix® Assessment
PEAK Matrix 2024 — Europe:

e Leaders: Accenture, Deloitte, Eviden, EY, HCLTech,
IBM, NTT DATA, TCS, and Wipro

e Major Contenders: BT Group, Capgemini, Cognizant,
Computacenter, DXC Technology, Fujitsu, Infosys,
Kyndryl, LTIMindtree, Orange Cyberdefense, Sopra
Steria, Tech Mahindra, Telefonica, and T-Systems

e Aspirants: CyberProof, Reply, Stefanini, Tietoevry, and
Yash Technologies

Scope of this report

Geography: Europe

Industry: all-encompassing industries
globally

Services: cybersecurity services

Use cases: only publicly available
information (~90 distinct use cases) has
been used for the entire analysis in this
report
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Overview and abbreviated summary of key messages

In this research, we present an assessment and Some of the findings in this report, among others, are:

detailed profiles of 28 cybersecurity service Everest Group Cybersecurity Services PEAK Matrix® Assessment — Europe

providers from the European region, featured on e The report includes the profiles of the following 28 leading service providers featured on the Cybersecurity Services
the Cybersecurity Services PEAK Matrix® PEAK Matrix® Assessment 2024 — Europe

Assessment 2024. The assessment is based on — Leaders: Accenture, Deloitte, Eviden, EY, HCLTech, IBM, NTT DATA, TCS, and Wipro

Everest Group’s annual RFI process for the — Major Contenders: BT Group, Capgemini, Cognizant, Computacenter, DXC Technology, Fuijitsu, Infosys, Kyndryl,

calendar year 2024, interactions with leading LTIMindtree, Orange Cyberdefense, Sopra Steria, Tech Mahindra, Telefonica, and T-Systems

cybersecurity service providers, client reference
checks, and ongoing analysis of the
cybersecurity services market.

— Aspirants: CyberProof, Reply, Stefanini, Tietoevry, and Yash Technologies

Service provider characteristics

¢ [eaders demonstrate exceptional proactiveness by driving innovations and introducing next-generation cybersecurity
solutions including SASE, quantum security, gen Al security, and decentralized identity, among others

e Major Contenders consistently invest in building IP, accelerators, and point solutions, while expanding services to
address gaps. However, their portfolios are not as comprehensive as those of industry leaders, which is evident in their
more limited market impact

e Aspirants providers are actively broadening their cybersecurity capabilities by leveraging strategic services, enhancing
skills, and developing IP-driven solutions to better serve their clients

/Ee rest Group®
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This study offers a deep dive into key aspects of Cybersecurity market; below are three charts to
illustrate the depth of the report
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M r bility to deliver rvi full ® Provider 1’s investment in the ABC platform enables it to provide * Enterprises looking for platform-led cybersecurity service delivery
easures a Yy to defliver services successiully proactive threat intelligence services to its clients should carefully assess Provider 1 as it lacks a unified platform for

e Provider 1 has invested in emerging cybersecurity offerings such as holistic security

quantum security services, SASE, and DevSecOps, building a * Afew clients have highlighted that Provider 1 needs to invest more
strong security services portfolio in the training and certifications of its resources

1 Assessments for BT Group, Capgemini, Deloitte, Orange Cyberdefense, Sopra Steria, Telefonica, Tietoevry, and T-Systems excludes
service provider inputs and are based on Everest Group’s proprietary Transaction Intelligence (TI) database, provider public disclosures,
and Everest Group’s interactions with the buyers

Source: Everest Group (2024)

/Rerest Group®



Research calendar
Cybersecurity

Published Current release Planned

Reports title Release date
Cloud Security Services — Provider Compendium 2024 January 2024
Gen Al Adoption in Cybersecurity May 2024
Security — Review of Google Next '24 Product Launch May 2024
Operational Technology (OT) Security Products — Provider Compendium 2024 July 2024
Microsoft Security — Review of Microsoft Security’s Product Launch at RSAC '24 July 2024
Cybersecurity Services PEAK Matrix® Assessment 2024 — North America September 2024
Cybersecurity Services PEAK Matrix® Assessment 2024 — Europe October 2024
Cybersecurity Services Specialists PEAK Matrix® Assessment 2024 Q4 2024
Cisco — Review of Cisco Security’s Product Launch at RSAC °24 and Cisco Live 2024 Q4 2024
Cybersecurity Services Specialists Compendium 2024 Q4 2024
Cybersecurity Services — Provider Compendium 2024 — North America Q4 2024
Cybersecurity Services — Provider Compendium 2024 — Europe Q4 2024
Managed Detection and Response (MDR) Services PEAK Matrix® Assessment 2024 Q4 2024
Managed Detection and Response (MDR) Services — Provider Compendium 2024 Q12025

Note: Click to see a list of all of our published Cybersecurity reports
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Everest Group is a leading research firm helping business leaders make confident decisions. We guide clients through today’s market challenges and strengthen their strategies by applying contextualized problem-solving
to their unique situations. This drives maximized operational and financial performance and transformative experiences. Our deep expertise and tenacious research focused on technology, business processes, and engineering
through the lenses of talent, sustainability, and sourcing delivers precise and action-oriented guidance. Find further details and in-depth content at www.everestgrp.com.
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fully reproduced herein. Parts of these terms are pasted below for convenience; please refer to the link above for the full
version of the Terms of Use.

Everest Group is not registered as an investment adviser or research analyst with the U.S. Securities and Exchange
Commission, the Financial Industry Regulatory Authority (FINRA), or any state or foreign securities regulatory authority.
For the avoidance of doubt, Everest Group is not providing any advice concerning securities as defined by the law or
any regulatory entity or an analysis of equity securities as defined by the law or any regulatory entity.

All Everest Group Products and/or Services are for informational purposes only and are provided “as is” without any
warranty of any kind. You understand and expressly agree that you assume the entire risk as to your use and any
reliance upon any Product or Service. Everest Group is not a legal, tax, financial, or investment advisor, and nothing
provided by Everest Group is legal, tax, financial, or investment advice. Nothing Everest Group provides is an offer to
sell or a solicitation of an offer to purchase any securities or instruments from any entity. Nothing from Everest Group
may be used or relied upon in evaluating the merits of any investment. Do not base any investment decisions, in whole
or part, on anything provided by Everest Group.

Products and/or Services represent research opinions or viewpoints, not representations or statements of fact.
Accessing, using, or receiving a grant of access to an Everest Group Product and/or Service does not constitute any
recommendation by Everest Group that recipient (1) take any action or refrain from taking any action or (2) enter into a
particular transaction. Nothing from Everest Group will be relied upon or interpreted as a promise or representation as to
past, present, or future performance of a business or a market. The information contained in any Everest Group Product
and/or Service is as of the date prepared, and Everest Group has no duty or obligation to update or revise the
information or documentation. Everest Group may have obtained information that appears in its Products and/or
Services from the parties mentioned therein, public sources, or third-party sources, including information related to
financials, estimates, and/or forecasts. Everest Group has not audited such information and assumes no responsibility
for independently verifying such information as Everest Group has relied on such information being complete and
accurate in all respects. Note, companies mentioned in Products and/or Services may be customers of Everest Group or
have interacted with Everest Group in some other way, including, without limitation, participating in Everest Group

research activities.
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