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Background of the research

In an era where connectivity is the norm, Operational
Technology (OT) is the backbone of many critical
industries, including energy, manufacturing, and
healthcare. However, Information Technology (IT) and OT
convergence is a transformative trend that is reshaping
industries worldwide. Traditionally, IT and OT operated in
separate silos, but as technology evolves, their
integration has become essential, leading to a significant
shift in the OT industry, which now demands rapid
security evolution with IT/OT convergence. Ongoing
geopolitical tensions have led to increased ransomware
attacks in critical industries involving OT, including
defense, energy, and healthcare. This underscores the
need for enhanced OT security measures to protect
critical infrastructure in an increasingly volatile
geopolitical environment. To combat these emerging
challenges, enterprises are looking for end-to-end OT
security that provides secure transformation and business
continuity.
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In response, OT security technology providers are
ramping up their capabilities to meet these demands.
There is also a market drive to enhance end-to-end OT
security capabilities with a uniform offering embedded
with next-generation themes. This research on OT
security providers thus seeks to shed light on their
evolving capabilities and strategies.

In this research, we present an assessment and detailed
profiles of nine OT security technology providers. The
assessment is based on Everest Group’s annual RFI
process for the calendar year 2023, interactions with
leading OT technology providers, client reference checks,
and ongoing analysis of the OT security products market.
This report includes the profiles of the following nine
leading OT security technology provider: Armis,
Cisco, Claroty, Dragos, Forescout, Nozomi Networks,
Radiflow, SCADAfence, and Tenable

Scope of this report

Geography: Global
Providers: 9

Products: OT security
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The Operational Technology (OT) Security Products — Provider Compendium 2024 has 9 provider
profiles

Provider 1 profile (page 1 of 5)

Overview
Pt 1 wson e nesmanis s v, POVIAEF 1 profile (page 2 of 5)
«cyber and physical worlds that support its key infrastructure m PI’OdUClS

sustainability, and overall progress that enhances paopie’s I
market is 1o follow Claroty's exampla in acknowledging the fa(
IlaT. IaT. and other highly connected cyber-physical systems

(PLCs, Remote Terminal Units (RTUs). and more). Product portfolio list (product list) . .
seratonal Technology (07 secuty revense (2022) Product name ettt of t Provider 1 profile (page 3 of 5)
Product 1 Itis a SaaS-| Case studies
<US$20 million US$20-60 million US$60-1 detection, ar|
Product 2 Itis an OT-s{ porational Te T) Securty provider Compondium 2024
Product 3 Itis an effoc{ CASE STUDY 1
protection, tt Overcame compliance hurdles and ensured operational resilie Provider 1 prof"e (page 4 Of 5)
detection
Business challanga Partnerships

The client, & key provider in the Fioating Production, Storage, Ope hrology (OT) Sacur
encountered significant business challenges with its crucial as|
unit posed unique obstacles, leading tha cliant to collaborate Partner name Type of partnership ¢

folouing osuos: ] Provider 1 profile (page 5 of 5)

* Ensuring complianee with specific elements of the EL's NI Partner 1 Technology e
+ Establishing s mechanism to receive alerts regarding any o L Investments and recent activities
environment of the client P Technology d
+ Implementing a system for timely and automatic updates or d
the OT environment P o e
+ Creating a baseline for monitoring traflic in the OT environn Partner 3 Technology A Themes Details of the Investment
deviations that could patentially signify operational issues Partner 4 ICS vendor F Acquisition Acquired a healthcare loT security company
~ Products " Talent * Appointed Global Vice President of alliances and channels, managing the ecosystem of technology alliance and channel partners for provider that are tasked with enhancing and
verest Graugp’ The product used was product XYZ L protecting its clients’ security operations In commercial, industrial, and healthcare areas
Key benefits * Designated Regional Vice President of sales for the public sector, with the responsibillty of overseeing public sector engagements aimed at protecting the vital Infrastructure
+ Enabled live manitoring and security for al of its OT enviror systems of the US
+ Provided the client with insight and control over O, while a « Appointed Genaral Manager of EMEA to grow partner network and client base in the area in response to the constantly growing demand for its
the current vulnerabilities enabled it to hold its OT vendors | solutions globally
oS * Ei that the tri init T environ
Fueest Group nsured that the iricky protocols in s OT environments are Others « Established a regional headquarters office In Singapore
 Introduced company’s research division that offers vital threat and vulnerability analysis to Claroty clients and industrial network defenders across the globe
* Increased presence in the DACH region and established a Munich-based sales team
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