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Background and scope of this research

The Healthcare and Life Sciences (HLS) industry is increasingly utilizing modern technology by effectively utilizing Internet of Things(loT)-enabled devices, automation, predictive
and prescriptive analytics, and highly scalable, interconnected, digital health platforms. Despite rapid technological advances, the healthcare and life sciences industry faces
significant cyber threats including targeted breaches of health records, patient databases, and pharmaceutical intellectual property. Additionally, there is a risk of disrupting loT-based
medical devices. Navigating through evolving regulations such as the Affordable Care Act (ACA), the American Healthcare Act (AHCA), Health Insurance Portability and
Accountability Act (HIPAA), and Medicare reforms such as MACRA adds to the industry's challenges. Hence, the rate of outsourcing of cybersecurity services has been on an
upward trajectory in the healthcare and life sciences industry.

In this report, we analyze the current state of cybersecurity adoption in the healthcare and life sciences industry, demand trends of cybersecurity services, challenges in building
cyber-resilience in the HLS industry, and the emergence of new industry-specific cybersecurity themes. Further, the report discusses the cybersecurity opportunity areas for service
providers to focus on in the coming years.

Scope of this report

l/ \I
Geography Industry [/ \ Services
Global : Healthcare and life sciences \ / Cybersecurity
l\ /I
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Overview and abbreviated summary of key messages

This report highlights the cybersecurity market in the Healthcare and Life Sciences (HLS) industry. It focuses on key drivers for the adoption of cybersecurity solutions in the HLS industry, significant
challenges faced by HLS enterprises in building cyber resilience, generative Al use cases in cybersecurity, and key cybersecurity service opportunities in the HLS industry. It also identifies the key
areas of investment for service providers and implications for enterprises to build cyber resilience.

Some of the findings in this report, among others, are:

Market drivers and challenges
in HLS industry

Key cybersecurity service
opportunities

Future outlook

/Eerest Group®

e HLS industry has been increasingly vulnerable to data breaches in recent times and enterprises are implementing various measures to address the
rising threat of data breaches

e Key drivers for HLS enterprises adopting cybersecurity solutions consist of patient privacy and regulations, the emerging threat landscape, and the
increasing need for securing medical devices

e While enterprises are leveraging cybersecurity solutions in building cyber resilience, challenges such as outdated systems and technologies, lack of
skills/talent, and complex cloud hosting environment of enterprises hinder its adoption

e Four themes including Identity Access Management (IAM), data security, Managed Detective Services (MDR), and connected devices security are
identified to be significant in the HLS industry. In HLS enterprises,
- Implementation of robust access controls and user identity management to safeguard patient health records and sensitive research data is imperative
- ldentifying data breach origins and implementing robust security measures addressing both internal and external risks is important
- MDR services assist in promptly detecting and responding to security incidents, especially when lacking internal resources or expertise for effective

security operations

- Connected devices can be secured through continuous monitoring, automated third-party penetration testing, and real-time vulnerability management

e Zero-trust security is increasingly adopted in HLS sectors to safeguard sensitive data and systems from security threats

e Moving forward, threat intelligence programs, unified IAM solutions, and Al/ML-powered behavior analytics tools are found as potential investment areas
for service providers
e Evaluating cyber risks and purchasing cyber insurance policies remain a key priority strategy for HLS enterprises to build a cyber-resilient organization



This study offers the cybersecurity services market in the HLS industry providing a deep
dive into key aspects of emerging opportunities in the market; below are four charts to

illustrate the depth of the report

Exposure points and cyber threats | Cybersecurity adoption drivers
Drivers for adoption of cybersecurity measures in HLS

Exposure points that compromise cybersecurity Cyber threats/attacks

High priority
A Mismanaged cloud hosting ° Ransomware attacks i i i
A Patient privacy and regulations

&2

Insider threat

o
LE‘L% Employee negligence

Phishing scams
ASA
© Unsecure data sharing with third parties

Medical device security breach

Key security opportunities

Threat intelligence programs / service offerings

= BY
;,]/@l,-:\ @ —— Unified identity and access management
1AM Data security

MDR
Al/ML-powered user behavior analytics tools

- Connected devices security

APIs and the template to ensure secure configuration of systems running in the public cloud
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