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Background of the research

In an era where connectivity is the norm, Operational Technology (OT) is the backbone of many critical industries, including energy, manufacturing, and healthcare. However, Information
Technology (IT) and OT convergence is a transformative trend that is reshaping industries worldwide. Traditionally, IT and OT operated in separate silos, but as technology evolves, their
integration has become essential, leading to a significant shift in the OT industry, which now demands rapid security evolution with IT/OT convergence. Ongoing geopolitical tensions have
led to increased ransomware attacks in critical industries involving OT, including defense, energy, and healthcare. This underscores the need for enhanced OT security measures to
protect critical infrastructure in an increasingly volatile geopolitical environment. To combat these emerging challenges, enterprises are looking for end-to-end OT security that provides
secure transformation and business continuity.

In response, OT security technology providers are ramping up their capabilities to meet these demands. There is also a market drive to enhance end-to-end OT security capabilities with a
uniform offering embedded with next-generation themes. This research on OT security providers thus seeks to shed light on their evolving capabilities and strategies.

In this research, we present an assessment and detailed profiles of nine OT security technology providers featured on the OT Security Products PEAK Matrix® Assessment 2023. The
assessment is based on Everest Group’s annual RFI process for the calendar year 2023, interactions with leading OT technology providers, client reference checks, and ongoing analysis
of the OT security products market.

This report includes the profiles of the following nine leading OT security technology providers featured on the Operational Technology (OT) Security Products PEAK Matrix®
Assessment 2023:

e Leaders: Claroty, Dragos, and Forescout
e Major Contenders: Armis, Cisco, Nozomi Networks, SCADAfence, and Tenable

e Aspirants: Radiflow

Scope of this report Py
@ Geography @ Providers [ ﬁ \ Products
Global 9 \ 7 OT securit
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This study offers a deep dive into key aspects of OT security products market ; below are
three charts to illustrate the depth of the report

Everest Group Operational Technology (OT) Security Products PEAK Matrix® Assessment 20232 | Capability assessment lllustrative example
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Market impact
Measures impact created in the market

Everest Group’s remarks on providers lllustrative example

Measure of capability: O Low ‘ High

Market impact Vision & capability

Market Portfolio Value Vision and Scope of Innovation and Delivery
adoption mix delivered Overall strategy services offered investments footprint

Aspirants

Overall

Low

Low High
Vision & capability
Measures ability to deliver products successfully Strengths Limitations

e Enterprises looking for platform-driven multi-cloud security should
consider Provider 1 due to its platform-led end-to-end cloud security
solution

e Enterprises seeking cloud security posture assessment may need to
do their due diligence before engaging with provider 1, as there is

. . . . X scope for improvement in automation and platform-oriented CSPM

1 Assessments for Cisco, Nozomi Networks, SCADAfence, and Radiflow exclude provider inputs and are based on services

Everest Group’s proprietary Transaction Intelligence (Tl) database, provider public disclosures, and Everest Group’s r ) stron: pa
Provider 1, as it has a significant focus on upskilling hyperscaler

interactions with buyers ] P
. . s . L specific resources through certifications and a robust network of global
2 Analysis for SCADAfence is based on capabilities after its acquisition by Honeywell delivery centers compared to peers

Source: Everest Group (2023)

Enterprises looking for strong cloud security capabilities may consider

e Enterprises looking for strong capabilities in cloud native security
may not find Provider 1 suitable as it lacks hyperscaler partnership
maturity in terms of competencies, specializations, and certified talent
compared to peers
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Research calendar
Cybersecurity

B Published [ Planned [ Current release

Reports title Release date

Managed Detection and Response (MDR) Services Provider Compendium 2023 February 2023
Cautious Optimism Amid Disruption — 2023 Key Issues, Enterprise IT Perspective March 2023
Enterprise Pulse for Technology Services 2023: Sharp Decline in Customer Satisfaction April 2023
Talent Demand Trends | India IT Services — H2 2022 May 2023
Cyber without Perimeters: Starting Your Zero-trust Journey with Identity May 2023
Cybersecurity Services State of the Market 2023: Cyber Secure to Cyber Resilient June 2023
Identity and Access Management (IAM) Services PEAK Matrix® Assessment 2023 July 2023
Cloud Security Services PEAK Matrix® Assessment 2023 November 2023
Operational Technology (OT) Security Providers PEAK Matrix® Assessment 2023 November 2023
From Risk Mitigation to ESG Leadership: The Untapped Potential of Managed Detection and Response (MDR) Q4 2023
Identity and Access Management Services Provider Compendium 2023 Q4 2023
Cloud Security Services Compendium 2023 Q4 2023
Cybersecurity Security Services Specialists PEAK Matrix® Assessment 2023 Q1 2024

Note: Click to see a list of all of our published Cybersecurity reports
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With you on the journey

Everest Group®

Everest Group is a leading research firm helping business leaders make confident decisions. We guide clients through
today’s market challenges and strengthen their strategies by applying contextualized problem-solving to their unique
situations. This drives maximized operational and financial performance and transformative experiences. Our deep
expertise and tenacious research focused on technology, business processes, and engineering through the lenses of

talent, sustainability, and sourcing delivers precise and action-oriented guidance. Find further details and in-depth content

at www.everestgrp.com.
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+1-214-451-3000

This document is for informational purposes only, and it is being provided
“as is” and “as available” without any warranty of any kind, including any
warranties of completeness, adequacy, or fitness for a particular purpose.
Everest Group is not a legal or investment adviser; the contents of this
document should not be construed as legal, tax, or investment advice.
This document should not be used as a substitute for consultation with
professional advisors, and Everest Group disclaims liability for any
actions or decisions not to act that are taken as a result of any material
in this publication.

NOTICE AND DISCLAIMERS

IMPORTANT INFORMATION. PLEASE REVIEW THIS NOTICE CAREFULLY AND IN ITS ENTIRETY.
THROUGH YOUR ACCESS, YOU AGREE TO EVEREST GROUP’S TERMS OF USE.

Everest Group’s Terms of Use, available at www.everestgrp.com/terms-of-use/, is hereby incorporated by
reference as if fully reproduced herein. Parts of these terms are pasted below for convenience; please refer
to the link above for the full version of the Terms of Use.

Everest Group is not registered as an investment adviser or research analyst with the U.S. Securities and
Exchange Commission, the Financial Industry Regulatory Authority (FINRA), or any state or foreign securities
regulatory authority. For the avoidance of doubt, Everest Group is not providing any advice concerning securities
as defined by the law or any regulatory entity or an analysis of equity securities as defined by the law or any
regulatory entity.

All Everest Group Products and/or Services are for informational purposes only and are provided “as is” without
any warranty of any kind. You understand and expressly agree that you assume the entire risk as to your use
and any reliance upon any Product or Service. Everest Group is not a legal, tax, financial, or investment advisor,
and nothing provided by Everest Group is legal, tax, financial, or investment advice. Nothing Everest Group
provides is an offer to sell or a solicitation of an offer to purchase any securities or instruments from any entity.
Nothing from Everest Group may be used or relied upon in evaluating the merits of any investment. Do not base
any investment decisions, in whole or part, on anything provided by Everest Group.

Products and/or Services represent research opinions or viewpoints, not representations or statements of fact.
Accessing, using, or receiving a grant of access to an Everest Group Product and/or Service does not constitute
any recommendation by Everest Group that recipient (1) take any action or refrain from taking any action or

(2) enter into a particular transaction. Nothing from Everest Group will be relied upon or interpreted as a promise
or representation as to past, present, or future performance of a business or a market. The information contained
in any Everest Group Product and/or Service is as of the date prepared, and Everest Group has no duty or
obligation to update or revise the information or documentation. Everest Group may have obtained information
that appears in its Products and/or Services from the parties mentioned therein, public sources, or third-party
sources, including information related to financials, estimates, and/or forecasts. Everest Group has not audited
such information and assumes no responsibility for independently verifying such information as Everest Group
has relied on such information being complete and accurate in all respects. Note, companies mentioned in
Products and/or Services may be customers of Everest Group or have interacted with Everest Group in some
other way, including, without limitation, participating in Everest Group research activities.
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