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Background of the research

The 2023 State of the Market (SOTM) report on cybersecurity services provides a detailed analysis, highlighting the critical shift from cyber awareness to cyber resilience. While cyber
awareness entails understanding the threats and vulnerabilities inherent in digital infrastructures, cyber resilience implies a more dynamic approach. It signifies the ability of an organization
to prepare, respond, and recover from cyber threats, and even goes beyond to how well organizations can learn from their industry and geography peers and stay abreast with security
implications of latest technologies.

The SOTM report delves deeper into how the C-suite fails to understand that being cyber secure implies having protective measures against potential threats but does not necessarily
ensure resilience. The SOTM discusses this noticeable perception gap within the C-suite executives. While many understand the technicalities of cyber threats, the broader concept of
resilience is often misunderstood or underestimated. This gap can hinder the implementation of effective strategies, hence, addressing it is paramount.

To fill this gap and promote cyber resilience, we have created the 5R Framework for cyber resilience. This framework will guide organizations on their journey to resilience, outlining key
steps from resisting attacks to learning from them. Service providers too will have a crucial role to play in overcoming challenges in cyber resilience adoption and help the C-suite
understand its importance, thereby fostering a more resilient digital ecosystem.

Scope of this report

I/.\I
Geography Industry [ \ Services
Global : All industries '\ Q /' Cybersecurity
I\./l
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Overview and abbreviated summary of key messages

The cybersecurity services state of the market report analyzes the global cybersecurity services market, focusing specifically on North America and Europe. The report highlights key insights
into cybersecurity market’s size, growth, and challenges.

The report emphasizes the key difference between cybersecurity and cyber resilience, treating them as separate paradigms, and highlighting the significance of transitioning toward a more
resilient security posture. It introduces the 5R Framework, to facilitate the adoption of cyber resilience by enterprises and C-suite leaders, and to provide guidance to providers in enabling

this adoption.

The report presents several key findings, including:

Overall market o

North America

Cyber resilience

/Eerest Group®

The overall size of the cybersecurity services market is projected to reach US$70-73 billion, with a CAGR of 16-18% from 2021-25
The demand for cybersecurity services is expected to exceed US$100 billion by 2025. North America leads the cybersecurity services market,
closely followed by Europe

In North America, the cybersecurity services market is primarily led by the US, driven by digitalization initiatives and proximity to providers
North American enterprises actively seek providers who can offer bundled cybersecurity solutions with competitive value propositions
The BFSI sector is the largest consumer of cybersecurity services, followed by retail, distribution, CPG, healthcare, and life sciences

Western and Northern Europe are the most mature and dominant in terms of consuming cybersecurity services
In Europe, the BFSI sector is the largest consumer, followed by retail, distribution, CPG, and the public sector
European enterprises prefer standalone deals due to stricter regulations and compliance norms

While enterprises recognize the importance of cybersecurity for business resilience, they often lack comprehensive strategies for overall cyber
resilience

The 5R Framework (Ready, Respond, Recover, Reinforce, and Revamp) facilitates a faster transition from cyber aware to cyber resilient.
System Integrators (Sls) need to prioritize outcome-driven pricing models and deliver context-driven Rol for cyber resilience efforts



This study offers four distinct chapters providing a deep dive into key aspects of
cybersecurity services market; below are four charts to illustrate the depth of the report

| Cybersecurity services Europe market size with growth

Cybersecurity services market size and growth along with demand drivers

Global cybersecurity services
market size (2022)

US$70-73 billion

Cybersecurity services
CAGR (2021-25)

16-18%

Cybersecurity demand drivers

"A' ncreased incidents of cyberattacks and threats
Multi-fold rise in number and severity of cyberattacks, such as phishing, malware,
social engineering, DDoS, and ransomware, making organization realize the

importance of having robust security

Global cybersecurity services market
USS$ billion
Enterprises’ digitalization mandates

Enterprise digitalization initiatives further fueled by the COVID -19 pandemic leading to
anincreased adoption of cloud, A/ML, 5G, edge, loT, and other next -generation
technologies resulting in broadening of attack surfaces

110-114

Europe cybersecurity market size (2021)
US$23-25 billion

Cybersecurity services market breakdown by geography (Europe)

2021-25 cybersecurity CAGR

15-16%

UKI France & Southern Europe DACH Nordics Benelux

30%

25%

22%

12%

10%

93-97
78-82 Government initiatives

60.64 69-73 Government regulations, support, and enforcement initiatives to reduce the risk
associated with cyberattacks, cyber espionage, cyber warfare, and data privacy have
led to an increased focus on cybersecurity
Changing end-user beh
Remote working, increased internet penetration, and growth ofe -commerce, tele -
health, digital payments, and OTT have increased the technology footprint of both
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Source: Everest Group (2023)

Cybersecurity services North America market size with growth

North America cybersecurity market size (2022)

US$27-29 billion

Cybersecurity services market breakdown by geography (North America)
us Canada

6%

18-19% CAGR

92%
17-19% CAGR

The US continues to i the ity market in
North America due to increased risk from cyberattacks,
enterprise digitalization initiatives, and close presence of
mature cybersecurity technology and service providers

in regions of Quebec and Ontario, rise
in numbers of ransomware attacks and business email
compromise, and demand for cloud and network security are
driving the demand in Canada.

Source: Everest Group (2023)

individual and enterprise, necessitating taking adequate steps to secure it

2021-25 cybersecurity CAGR

17-19%

Mexico

2%

16-17% CAGR

Most of the current demand exists around securing the on
premise enterprise landscape with network security
representing a significant chunk. However, enterprises’
digitalization initiatives is leading to a growth in demand for

advance security services.
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and vulnerability exploits,
increasing cybersecurity
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cybersecurity as a strategic
issue among the board, and

rapid adoption of new
innovative technologies and

the need to secure them

Government's push for
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attack surface due to
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Everest Group’s 5R Framework for cyber resilience adoption

Everest Group believes that the challenges can be addressed by following the 5R framework

X2

4@

Ready Respond Recover Reinforce

Meaning of 5Rs

Reinforce: learn from
industry best practices
and recalibrate

Recover: recover to
business-as-usual
state after remediation

Ready: build defenses
to avert cyberattacks

Respond: detect and
remediate if any
incident happens

Others

1%
19-20% CAGR

Increasing awareness among
enterprises and government
and being complaint to
GDPR and other regulations

s

Revamp

Revamp: adopt new
technologies while
keeping security in
mind
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Research calendar
Cybersecurity

Il Published [ Planned [l Current release

Reports title Release date

Managed Detection and Response (MDR) Services PEAK Matrix® Assessment 2023 December 2022
Managed Detection and Response (MDR) Services Provider Compendium 2023 February 2023
Cautious Optimism Amid Disruption — 2023 Key Issues, Enterprise IT Perspective March 2023
Enterprise Pulse for Technology Services 2023: Sharp Decline in Customer Satisfaction April 2023
Talent Demand Trends | India IT Services — H2 2022 May 2023
Cyber without Perimeters: Starting Your Zero-trust Journey with Identity May 2023
Cybersecurity Services State of the Market 2023: Cyber Secure to Cyber Resilient June 2023
From Risk Mitigation to ESG Leadership: The Untapped Potential of Managed Detection and Response (MDR) Q3 2023
Identity and Access Management (IAM) Services PEAK Matrix® Assessment 2023 Q3 2023
Cloud Security Services PEAK Matrix® Assessment 2023 Q3 2023
Identity and Access Management Services Provider Compendium 2023 Q3 2023
Cloud Security Services Compendium 2023 Q3 2023
Operational Technology (OT) Security Providers PEAK Matrix Assessment Q3 2023
Network Security and Security at the Edge Q4 2023
Managed Security Services Specialists PEAK Matrix® Assessment 2023 Q4 2023
Identity and Access Management (IAM) Tech Provider Report Q4 2023

Note: Click to see a list of all of our published cybersecurity reports
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Everest Group is a leading research firm helping business leaders make confident decisions. We guide clients through
today’s market challenges and strengthen their strategies by applying contextualized problem-solving to their unique
situations. This drives maximized operational and financial performance and transformative experiences. Our deep
expertise and tenacious research focused on technology, business processes, and engineering through the lenses of
talent, sustainability, and sourcing delivers precise and action-oriented guidance. Find further details and in-depth content
at www.everestgrp.com.
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Everest Group is not registered as an investment adviser or research analyst with the U.S. Securities and
Exchange Commission, the Financial Industry Regulatory Authority (FINRA), or any state or foreign securities
regulatory authority. For the avoidance of doubt, Everest Group is not providing any advice concerning securities
as defined by the law or any regulatory entity or an analysis of equity securities as defined by the law or any
regulatory entity.
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Toronto
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This document is for informational purposes only, and it is being provided
“as is” and “as available” without any warranty of any kind, including any
warranties of completeness, adequacy, or fitness for a particular purpose.
Everest Group is not a legal or investment adviser; the contents of this
document should not be construed as legal, tax, or investment advice.
This document should not be used as a substitute for consultation with
professional advisors, and Everest Group disclaims liability for any
actions or decisions not to act that are taken as a result of any material
in this publication.

and nothing provided by Everest Group is legal, tax, financial, or investment advice. Nothing Everest Group
provides is an offer to sell or a solicitation of an offer to purchase any securities or instruments from any entity.
Nothing from Everest Group may be used or relied upon in evaluating the merits of any investment. Do not base
any investment decisions, in whole or part, on anything provided by Everest Group.

Products and/or Services represent research opinions or viewpoints, not representations or statements of fact.
Accessing, using, or receiving a grant of access to an Everest Group Product and/or Service does not constitute
any recommendation by Everest Group that recipient (1) take any action or refrain from taking any action or

(2) enter into a particular transaction. Nothing from Everest Group will be relied upon or interpreted as a promise
or representation as to past, present, or future performance of a business or a market. The information contained
in any Everest Group Product and/or Service is as of the date prepared, and Everest Group has no duty or
obligation to update or revise the information or documentation. Everest Group may have obtained information
that appears in its Products and/or Services from the parties mentioned therein, public sources, or third-party
sources, including information related to financials, estimates, and/or forecasts. Everest Group has not audited
such information and assumes no responsibility for independently verifying such information as Everest Group
has relied on such information being complete and accurate in all respects. Note, companies mentioned in
Products and/or Services may be customers of Everest Group or have interacted with Everest Group in some
other way, including, without limitation, participating in Everest Group research activities.
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