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— ACI Worldwide
— LexisNexis Risk Solutions
— NetGuardians
— Nice Actimize
— Oracle
— Pegasystems
— RSA Security
— SAS

e Emerging players in niche areas
— Compliance.Al
— ComplyAdvantage
— Delinea
— Feedzai
— Quantexa
— Riskified
— Signzy
— Tookitaki

6. Appendix
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e Research calendar
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Introduction

e Transactions globally have changed a lot in the past decade, with payments moving mostly to cashless in the largest economies; and digitalization is bringing even newer forms
of transactions

e Debit cards are the most favored form of cashless payment; however, in the last few years Real-time Payments (RTP) through methods such as mobile payments and online payments
have started rising significantly

e Even the currency format is changing through various types of cryptocurrencies, stable coins, and Central Bank Digital Currency (CBDC), to be used in future parallel with
regular currencies

e The advent of new transaction methods with higher digitalization and more technology will create extremely large amounts of online data trail, that is becoming harder to manage and still
harder to read using legacy technologies, thus significantly affecting Financial Crime and Compliance (FCC)

e Usage of faster transaction methods such as RTGS and various RTPs have increased, thus the need to perform FCC checks and prevent financial crime even faster has become
paramount. Otherwise, both banks and customers stand to lose significantly

e Fraudsters and criminals are becoming more tech savvy and can attack electronic payment methods, such as Buy Now Pay Later (BNPL), digital wallets, and online payments, relatively
easily if the method is not secured properly with training against the latest trends, and it can be too late by the time service provider or customers become aware of the crime

e To meet the demand for FCC, IT service providers, FinTechs, and some banks are investing in next-generation digital technologies such as cloud, APIs, Al/ML, and platforms

Scope of this report Py

Geography Industry 14 \ Services
Global : Banking and financial services ; Financial crime

\. ./ and compliance
N~
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Overview and abbreviated summary of key messages

In this report, we study the key trends in the FCC space, implications on technology investments for BFS enterprises, and FCC technology provider ecosystem. We profile 16 technology
providers in terms of their coverage of capabilities across the FCC value chain and highlight case studies in providing FCC solutions to BFS enterprise clients.

Some of the findings in this report, among others, are:

FCC for Financial
Institutions (Fls)

Technology trends

FCC technology

provider overview

FCC provider profiles

/Eerest Group®

e Growing cases of financial crime in various forms are affecting profitability and reputation along with increasing risk exposures for BFS
enterprises

e Legacy systems, outdated cybersecurity measures, and talent shortage are preventing BFS enterprises from tackling financial crimes effectively

e Adoption of Al, ML, and RPA across the value chain has seen a huge uptick with tightening security measures and increasing efficiencies
across the front, middle, and back offices

e As data privacy laws continue to evolve across different regions, Fls need to have a robust data strategy in place before they begin their data
monetization journeys to avoid paying huge fines and losing reputation

e BFS technology providers are building industry-specific advanced digital offerings by partnering with FCC providers and addressing the need for
better online fraud prevention

e Providers need to shift the solutioning mindset from implementation of FCC technologies to co-innovation with enterprises as they align with
their risk strategies

FCC providers can be categorized into end-to-end solution providers and emerging players in niche areas



This study offers four distinct chapters providing a deep dive into key aspects of FCC
market; below are four charts to illustrate the depth of the report

| Technology trends

Financial Crime and Compliance (FCC) for Financial Institutions (Fls)

KYC and customer due diligence

Growth of FinTechs, virtual banks,
and alternative payment methods

Reduced payment friction due to
digital wallets and cryptocurrencies, in
addition to increased speed and ease

of cross-border payments, is piling
additional pressure on AML
and CFT compliance

Compliance management and reporting

Increased complexity of
new regulations and sanctions

Compliance with non-standardized
regulations across regions is proving
to be difficult for BFS enterprises, in

addition to the developing list of

sanctions imposed on targeted

regions, companies, and related
individuals

Identity and access management

Rise in Crime-as-a-Service and
sophistication of new technologies

Fraudsters are leveraging new
technologies to commit financial
crimes such as Account Takeover
(ATO) and Authorized Push Payment
(APP) fraud via social engineering,
especially targeted at millennials and
older generations
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Reactive systems

Risk and compliance
functions operating in silos

Legacy systems lacking in
cloud integration capabilities

Time-consuming manual
processes across the value chain

Reactionary model and approach
to fraud detection and response

Static risk models
based on traditional data

Technology-led disruptions

Al/ML and RPA

Cloud-based FCC platforms

Preventive systems

Connected cloud ecosystem
enabling real-time decisions
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Al and automation-enabled
minimization of manual processes

Real-time customer segmentation

and screening capability
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Predictive model to identify high-risk
customers and behaviors

Real-time risk models
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Customizable models that can
adapt with changing regulations

Predictive analytics

Company overview

FCC technology provider landscape | FCC provider profiles

XYZ is a software company providing real-time payment solutions to corporations to process digital payments, enable omni-

commerce, and manage fraud.

Headquarters: Miami, Florida Website: www.xyz.com

Employees: 4,500+
Value chain element covered

Solutions offered Fraud management for banking, fraud management for merchants, enterprise payments platform, etc. ® Yes No

FCC value chain

elements covered due diligence and reporting

KYC and customer @ 'AML monitoring @ Fraud detection @ Compliance
and investigation

@ Identity and Chargeback
management and access management |'management
reporting

Case study: XYZ helps ABC meet compliance mandates Major partnerships

Business challenge

Fraud modernization efforts also needed to accommodate the regulatory and
customer needs in both the Nordic and Baltic regions

Solution offered and outcome achieved

Accelerated machine learning strategy for fraud prevention with XYZ’s model
generator, and improve CNP fraud detection rates by 22%

ABC partners with XYZ to offer payments orchestration and fraud prevention
services to e-commerce merchants

Key investments, funding, and acquisitions

XYZ acquired ABC to bring together an incredibly strong team of bill pay
experts and a powerful next-generation platform
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Research calendar
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Introducing the Rubik’s Cube Supplier Segmentation Approach: Navigating the Talent Crisis by Engaging Specialist IT Providers June 2022
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Future of Investment Banking — Data and Digital Driving Disruption and Disintermediation October 2022
Wealth Management Products PEAK Matrix® Assessment 2023 November 2022
Future of Treasury — Adopting Platforms, APls, and Cloud for Real-time and Digital Functioning November 2022
Capital Markets Technology and IT Services — State of The Market Report November 2022
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Everest Group is a leading research firm helping business leaders make confident decisions. We guide clients through
today’s market challenges and strengthen their strategies by applying contextualized problem-solving to their unique
situations. This drives maximized operational and financial performance and transformative experiences. Our deep
expertise and tenacious research focused on technology, business processes, and engineering through the lenses of
talent, sustainability, and sourcing delivers precise and action-oriented guidance. Find further details and in-depth content
at www.everestgrp.com.
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(2) enter into a particular transaction. Nothing from Everest Group will be relied upon or interpreted as a promise
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