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Background of the research

Organizations are leveraging IT security services to improve their security posture and prepare for challenges such as ransomware attacks and business disruptions. The COVID-19
pandemic has further accelerated the adoption of security services, buttressed by enterprise challenges, in securing a remote workforce. Another important factor that has significantly
contributed to the rise of IT security services is the shortage of expert cybersecurity talent and rising CAPEX and OPEX in maintaining in-house security teams, especially during the great
resignation period. The US federal government too has taken a serious stance against cybercriminals and has been proactive in making laws and issuing executive orders covering a wide
variety of security challenges ranging from OT security to data privacy laws such as CCPA and GDPR. All these factors combined have resulted in a major uptick in IT security services
demand across the North American geography.

In this research, we present an assessment and detailed profiles of 27 IT service providers for the IT security capabilities in the North American region featured on the IT Security Services
PEAK Matrix® Assessment 2022 — North America. The assessment is based on Everest Group’s annual RFI process for the calendar year 2022, interactions with leading IT security
service providers, client reference checks, and an ongoing analysis of the IT security services market.

This report includes the profiles of the following 27 leading IT security service providers featured on the IT Security Services PEAK Matrix — North America:

e Leaders: Accenture, HCL Technologies, IBM, TCS, and Wipro

e Major Contenders: AT&T, Atos, Capgemini, Cognizant, Deloitte, DXC Technology, EY, Infosys, KPMG, Kyndryl, LTI, Microland, Mphasis, NTT DATA, PwC, Tech Mahindra, and Zensar
e Aspirants: GAVS Technologies, Happiest Minds, ITC Secure, Mindtree, and Yash Technologies

Scope of this report Py
@ Geography @ Providers /. ﬁ.\ Services
North America 27 \ 7 IT Security Services
) \, "/ ’
N~
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This study offers a deep dive into key aspects of IT security services market; below are
three charts to illustrate the depth of the report

IT Security Services PEAK Matrix® Assessment 2022 — North America’-2
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(Measures ablhty to deliver services successfully) e Enterprise buyers can benefit from Provider 1's investment in building E e Clients have highlighted that Provider 1 needs to invest more in
a dedicated cybersecurity advisory practice — Specialist 1, that 1 vertical-specific dedicated Security Operation Centers (SOCs) such
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Source: Everest Group (2022) |
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Research calendar
Cybersecurity

Il Published Planned [l Current release
Supplier Management Toolkit: Cybersecurity Risk Management in the Supplier Life Cycle January 2022
Getting to the Bottom of Zero Trust (ZT) Security April 2022
Technology Vendor Snapshot for OT security June 2022
IT Security Services PEAK Matrix® Assessment 2022 — North America July 2022

Note: Click to see a list of all of our published Cybersecurity reports
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With you on the journey

Everest Group is a research firm focused on strategic IT, business services, engineering services, and sourcing. Our research
also covers the technologies that power those processes and functions and the related talent trends and strategies. Our clients
include leading global companies, service and technology providers, and investors. Clients use our services to guide their
journeys to maximize operational and financial performance, transform experiences, and realize high-impact business
outcomes. Details and in-depth content are available at www.everestgrp.com.
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This document is for informational purposes only, and it is being provided “as is” and “as available” without any warranty of any kind, including any warranties of completeness, adequacy, or fitness
for a particular purpose. Everest Group is not a legal or investment adviser; the contents of this document should not be construed as legal, tax, or investment advice. This document should not be
used as a substitute for consultation with professional advisors, and Everest Group disclaims liability for any actions or decisions not to act that are taken as a result of any material in this publication.
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