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Introduction

Scope of this report

There has been an exponential rise in data volumes over the last decade, due to which there is now a pressing need for enterprises to gain data-backed business insights. This has 
resulted in rapid scaling of AI and ML systems across organizations. However, the continuous growth of AI systems comes with its own set of challenges, especially in the form of massive 
requirements for data. 

The data economy is at the precipice of change in current times. No more can any data set be shared between two parties. Multiple data regulations have come into the picture, protecting 
the rights of people whose data is being circulated. 

In this report, Everest Group understands and decodes the evolving data privacy, governance, and AI regulations using six key tenets along with the impact of these regulations on 
different industries. Everest Group also explores the path forward and technological advancements happening in the form of Privacy Enhancing Technologies (PETs) that can ensure 
improved compliance levels for enterprises going forward. Enterprises are looking at improving their compliance based on the lever and type of investments required, which have been 
covered in the final section of the report.

Geography Industry Services Use cases
Global All Data analytics Only publicly-available information
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 Cyber Attacks, Bad Governance, and Intentional Data misuse are the key reasons for the rise in data breaches 
 Data privacy and security is emerging as a key c-suite priority and enterprises that invested early on are earning RoI as a competitive advantage

Some of the findings in this report, among others, are:

 With the ever-expanding use of AI and ML systems across industries, AI regulations are coming up thick and fast 
 The regulations focuses on excellence in AI and trustworthy AI by holding the enterprises accountable via several compliances and penalties

Decoding Data Regulations

 Privacy-enhancing technologies provide sustainable, robust, and reliable methods to procure or share data without compromising on its 
functionality or security.

 Privacy enhancement technologies can be classified into four categories – Alternate data, shielding data, securing data through processing, and 
secure data through hardware.

Privacy Enhancing 
Technologies (PETs)

 With the implementation and adoption of AI regulations across major markets, enterprises are still struggling with regulatory compliance and are 
expected to make significant investments. 

 Investments in privacy and security enhancement technologies lack direct returns, enterprises prefer taking a step-by-step approach

Impact of data regulations on 
D&A ecosystem

This report examines global data privacy, governance, and AI regulations and the impact of these regulations on different industries. It discusses the importance of these regulations and 
helps identify the technological advancements happening in the form of Privacy enhancing technologies (PETs) that can ensure improved compliance levels for enterprises going forward. 
The report also helps understand PET’s through case studies and identify major providers for these technologies.

Introduction to data 
regulations

Overview and abbreviated summary of key messages
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This study offers five distinct chapters providing a deep dive into key aspects of Data 
Privacy Regulatory Landscape; below are four charts to illustrate the depth of the report

Global internet traffic and data breaches
2002-21; GB/sec

6 Tenets of Data regulation 

Data protection and AI safety regulations being adopted across the world Key data protection and AI safety regulations over the years
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EU’s General Data Protection 
Regulation (GDPR)

Data protection 
regulations

 California Consumer Privacy 
Act (CCPA)

 UK’s Data Protection Act 
(DPA)

 India’s Personal Data 
Protection Bill (PDP)

 China’s Personal Information 
Protection Law (PIPL)

 Russian Federal Law on 
Personal Data (Amendment)

 Canada’s CPPA 2.0 and 
Personal Information and Data 
Protection Tribunal Act (PIDPTA)

India’s National Strategy 
for AI by NITI Aayog

 US’s National AI Initiative Act 
(2020)

 Beijing AI Principles (2019)
 Australia’s AI Ethics 

Framework

 EU AI Act (2021)
 US AI Risk Management 

Framework (2022)
 Canada’s AI & Data Act (AIDA) 

– housed under DCIA 2022

AI safety 
regulations

2015-16 2017-18 2019-20 2021-Present
United States

Canada
EU

IndiaBrazil

China

Japan

Singapore

Australia

Quantity and quality of regulations, frameworks and 
initiatives targeting data protection and AI safety

High Strictness Moderately-High Moderate

Moderately-low Low Limited/No laws 
defined
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