
Copyright © 2021 Everest Global, Inc.
We encourage you to share these materials internally within your company and its affiliates. In accordance with the license granted, however, sharing these materials outside of your organization in any form—electronic, written, or 
verbal—is prohibited unless you obtain the express, prior, and written consent of Everest Global, Inc. It is your organization’s responsibility to maintain the confidentiality of these materials in accordance with your license of them. EGR-2021-29-CA-4442

Market
Report

Cloud and 
Infrastructure 
Services

IT Managed Security Services (MSS) Provider Compendium 2021
July 2021: Complimentary Abstract / Table of Contents



2Proprietary & Confidential. © 2021, Everest Global, Inc. | EGR-2021-29-CA-4442

IT Managed Security Services (MSS) Provider Compendium 2021

► Application Services ► Finance & Accounting ► Market Vista™ 

► Banking & Financial Services BPS ► Financial Services Technology (FinTech) ► Mortgage Operations 

► Banking & Financial Services ITS ► Global Business Services ► Multi-country Payroll 

► Catalyst™ ► Healthcare BPS ► Network Services & 5G 

► Clinical Development Technology ► Healthcare ITS ► Outsourcing Excellence

► Cloud & Infrastructure ► Human Resources ► Pricing-as-a-Service

► Conversational AI ► Insurance BPS ► Process Mining 

► Contingent Workforce Management ► Insurance ITS ► Procurement 

► Cost Excellence ► Insurance Technology (InsurTech) ► Recruitment Process Outsourcing 

► Customer Experience Management Services ► Insurance Third-Party Administration (TPA) Services ► Rewards & Recognition 

► Cybersecurity ► Intelligent Document Processing (IDP) ► Service Optimization Technologies 

► Data & Analytics ► Interactive Experience (IX) Services ► Supply Chain Management (SCM) Services 

► Digital Adoption Platforms (DAP) ► IT Services Executive Insights™ ► Talent Excellence GBS 

► Digital Services ► Life Sciences BPS ► Talent Excellence ITS 

► Engineering Services ► Life Sciences ITS ► Workplace Services

► Enterprise Platform Services ► Locations Insider™ ► Work at Home Agent (WAHA) Customer 
Experience Management (CXM)

Our research offerings

If you want to learn whether your 
organization has a membership 
agreement or request information on 
pricing and membership options, please 
contact us at info@everestgrp.com

Benchmarking

Peer analysis

Market intelligence

Contract assessment

Locations: costs, skills, 
sustainability, portfolios

Learn more about our 

custom research capabilities

Tracking: service providers, 
locations, risk, technologies

This report is included in the following research program(s): 
Cloud & Infrastructure 

mailto:info@everestgrp.com
https://www.everestgrp.com/custom-decision-support/


3Proprietary & Confidential. © 2021, Everest Global, Inc. | EGR-2021-29-CA-4442

IT Managed Security Services (MSS) Provider Compendium 2021

For more information on this and other research 
published by Everest Group, please contact us:

Contents

Kumar Avijit, Practice Director

Mukesh Ranjan, Practice Director

Rohit Kumar, Senior Analyst

1. Introduction and overview 6

 Research methodology 7

 Key information on the report 8

 Background and/or introduction 9

 Focus of the research 10

2. IT Managed Security Services (MSS) PEAK Matrix® characteristics 11

 PEAK Matrix® framework 12

 Everest Group PEAK Matrix® for IT managed security services 14

 Characteristics of Leaders, Major Contenders, and Aspirants 15

 Service provider capability summary dashboard 16

3. Enterprise sourcing considerations 20

 Leaders 20

– Accenture 21

– Atos 24

– Capgemini 27

– HCL Technologies 30

– IBM 33

– TCS 36

– Wipro 39

mailto:avijit.kumar@everestgrp.com
mailto:mukesh.ranjan@everestgrp.com
mailto:rohit.kumar@everestgrp.com


4Proprietary & Confidential. © 2021, Everest Global, Inc. | EGR-2021-29-CA-4442

IT Managed Security Services (MSS) Provider Compendium 2021

Contents  Major Contenders 42

– AT&T Cybersecurity 43

– BT 46

– Cognizant 49

– Deloitte 52

– DXC Technology 55

– EY 58

– Fujitsu 61

– Infosys 64

– LTI 67

– Microland 70

– Mphasis 73

– NTT DATA 76

– Orange Cyberdefense 79

– Tata Communications 82

– Tech Mahindra 85

– T-Systems 88

– Zensar 91



5Proprietary & Confidential. © 2021, Everest Global, Inc. | EGR-2021-29-CA-4442

IT Managed Security Services (MSS) Provider Compendium 2021

Contents  Aspirants 94

– Computacenter 95

– GAVS Technologies 98

– Happiest Minds 101

– YASH Technologies 104

4. Appendix 107

 Glossary 108

 Research calendar 109



6Proprietary & Confidential. © 2021, Everest Global, Inc. | EGR-2021-29-CA-4442

IT Managed Security Services (MSS) Provider Compendium 2021

Background of the research

 The COVID-19 pandemic has proved to be a catalyst for MSS providers to thrive even during turbulent times, as enterprises were forced to take a step back and review their security 
posture and controls and reevaluate their ongoing security programs

 With unprecedented changes in IT budgets and shortage of cybersecurity talent, enterprises could not continue with their planned capex for cybersecurity. Meanwhile, MSSPs started 
gaining increased traction due to their investments in next-generation themes such as MDR, threat intelligence, advanced analytics, AI-/ML-enabled threat hunting, and detection

 The value proposition of these providers now revolves around orchestration and automation through modular, platform-led operations. Investment by these providers in areas such as 
IT/OT convergence, 5G security, connected vehicle SOC, establishing Zero Trust methodologies, and XDR is pushing enterprises to seek third-party support. These service providers 
are now helping enterprises clear the clutter and stay steadfast on their advanced managed security initiatives underpinned by strong security foundations

The assessment is based on Everest Group’s annual RFI process conducted over Q1 2021, interactions with leading managed security service providers, and analysis of the managed 
security services marketplace.

This report includes the profiles of the following 28 leading service providers featured on the IT Managed Security Services (MSS) PEAK Matrix®:
 Leaders: Accenture, Atos, Capgemini, HCL Technologies, IBM, TCS, and Wipro
 Major Contenders: AT&T Cybersecurity, BT, Cognizant, Deloitte, DXC Technology, EY, Fujitsu, Infosys, LTI, Microland, Mphasis, NTT DATA, Orange Cyberdefense, Tata 

Communications, Tech Mahindra, T-Systems, and Zensar
 Aspirants: Computacenter, GAVS Technologies, Happiest Minds, and YASH Technologies

Geography Service providers Services
Global 28 IT managed security 

services

Scope of this report:
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This report focuses on IT managed security services and offers insights into the prominent 
IT service providers operating in this space

Managed application security
Managed SAST/DAST, vulnerability detection 
and management, public and internal web app 

scanning, advanced dynamic web client testing, 
and compliance reporting. DevSecOps-as-a-

Service, and enterprise platform security (ERP, 
CRM, etc.)

Managed cloud security
Cloud security configuration, controls, and 
policies across enterprise cloud foundation; 
cloud risk management; cloud networking 
monitoring and automated events-based 

playbooks for threat detection and incident 
response in cloud; VPC security; cloud 

governance

Managed endpoint security
Managed endpoint security

host intrusion detection and prevention 
management; managed anti-virus/anti-malware, 

proactive patch management, managed 
encryption services, and managed data loss 
prevention; data integrity monitoring; change 

management

Managed network security
Managed firewall, WAF management, DDoS 

mitigation and management, network intrusion 
detection / prevention system management; web 
content filtering; gateway anti-virus management

Managed security services

Policy and process consulting, vulnerability assessment, 
audits, certification services, optimization, and readiness 

assessment services

Consulting/assessment services
Security architecture design and rearchitecting, security 

roadmap formulation, security implementation services, etc.

Design and implementation
Ongoing device management, continuous monitoring 
(including remote monitoring through SOCs), incident 

management/response, and SIEM/SOAR

Managed services

Managed IAM
Identity governance and life cycle management; PIM/PAM 
managed services; identity platform management; active 

directory services

Managed risk and compliance
Risk assessment as-a-service; security threat, risk analytics, and 

event correlation; enterprise compliance monitoring; security 
awareness training

Managed threat operations
Managed SIEM; threat hunting services; threat intelligence 

services; managed detection and response services; security 
infrastructure management; malware analysis; forensics 

investigations
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The report includes detailed profiles for 28 leading service providers
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