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01

Robust definitions 
and frameworks
Function specific 

pyramid, Total Value 
Equation (TVE), 

PEAK Matrix®, and 
market maturity

02

Primary sources 
of information

Annual contractual 
and operational RFIs, 
provider briefings and 

buyer interviews, 
web-based surveys

03

Diverse set of 
market touchpoints
Ongoing interactions 

across key 
stakeholders, input from 

a mix of perspectives 
and interests, supports 
both data analysis and 

thought leadership

04

Fact-based research
Data-driven analysis 

with expert 
perspectives, 

trend-analysis across 
market adoption, 
contracting, and 

providers

Proprietary contractual database of over 300+ cybersecurity contracts (updated annually)
Year-round tracking of 30+ MDR service providers

Large repository of existing research in cybersecurity
Over 30 years of experience advising clients on strategic IT, business services, engineering services, and sourcing

Executive-level relationships with buyers, providers, technology providers, and industry associations

Our research methodology is based on four pillars of strength to produce actionable and 
insightful research for the industry
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This report is based on multiple sources of proprietary information

Providers assessed1

1 Analysis for LTI and Mindtree is based on capabilities before their merger
Note: The source of all content is Everest Group unless otherwise specified

Confidentiality: Everest Group takes its confidentiality pledge very seriously. Any information we collect that is contract specific will only be presented back to the industry in an aggregated fashion

 Proprietary database of IT services contracts of major IT providers with workplace services in scope of work 
(updated annually)

 The database tracks the following elements of each contract: 
– Buyer details including size and signing region
– Contract details including provider, contract type, TCV & ACV, provider FTEs, start & end dates, duration, and 

delivery locations 
– Scope details including share of individual buyer locations being served in each contract, Line of Business (LoB) 

served, and pricing model employed

 Proprietary database of IT providers (updated annually) 
 The database tracks the following for each provider:

– Revenue and number of FTEs
– Number of clients 
– FTE split by different LoBs

 Provider briefings
– Vision and strategy
– Annual performance and future outlook

 Buyer reference interviews, ongoing buyer surveys, and interactions
– Drivers and challenges for adopting workplace services
– Assessment of provider performance
– Emerging priorities 
– Lessons learned and best practices adopted

– Revenue split by region 
– Location and size of delivery centers
– Technology solutions developed 

– Key strengths and improvement areas
– Emerging areas of investment
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Introduction

Organizations are leveraging Managed Detection and Response (MDR) to improve their security operations, tackle and combat any known/unknown threats through the use of advanced 
technologies, and to preemptively mitigate attacks that can bring down the organization or create the possibility of having to pay heavy fines. The propensity of working from home increases 
the security challenges due to exposure to more vulnerabilities and creates an avenue for novel threats. As a result, it is humanly impossible to monitor and manage the increased alerts 
from the all-new technologies and devices as the organization expands its network. This, coupled with a shortage of cybersecurity talent, adds to their challenges. To bridge this gap, MDR 
enhances an organization’s security posture through continuous monitoring, threat detection, and incident response underpinned by playbooks, verticalized SOCs, and expert talent. MDR 
services provide organizations with an effective response mechanism for known or unknown threats by mapping dynamic threat intelligence to the organization’s assets. 

In this research, we present an assessment and detailed profiles of 27 MDR service providers featured on the Managed Detection and Response (MDR) Services PEAK Matrix®

Assessment. Each provider profile provides a comprehensive picture of its strengths and limitations. The assessment is based on Everest Group’s annual RFI process for calendar year 
2022, interactions with leading MDR service providers, client reference checks, and an ongoing analysis of the MDR services market. 

This report includes the profiles of the following 27 leading MDR providers featured on the Managed Detection and Response (MDR) Services PEAK Matrix® Assessment 2023:
 Leaders: Accenture, Atos, HCLTech, IBM, Orange Cyberdefense, TCS, and Wipro
 Major Contenders: Capgemini, Cognizant, CyberProof, Deloitte, DXC Technology, FIS Global, Happiest Minds, Infosys, Kyndryl, LTI, Microland, NTT DATA, Tech Mahindra, T-Systems, 

and Zensar
 Aspirants: GAVS Technologies, Mindtree, Mphasis, Stefanini, and Tata Communication

Geography Providers Services
Global 27 Managed Detection and 

Response

Scope of this report

https://www2.everestgrp.com/reportaction/EGR-2022-65-R-5723/Toc
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The Managed Detection and Response (MDR) Services report has over 27 provider 
profiles/buyer case studies/architecture of the survey questionnaire, etc.
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