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Background of the research

Background of the research

Rapid uptake of digital technologies, proliferation in digital touch-points, and consumerization of IT have made traditional enterprise security
strategies obsolete, rendering security an inhibitor for digital transformation. Enterprise security priorities are becoming increasingly nuanced
based on geography, operating vertical, and enterprise context (maturity, nature, scale, and model of business), amongst other factors

To add to the conundrum, challenges such as security technology proliferation, user/customer education, and lack of skills/talent are making the
security journey even more complex

Consequently, enterprises are being pushed to take a more quided and contextualized approach toward security within business
transformation, rather than just adopting “conventional best practices” prescribed in the broader market. In essence, enterprise security
transformation journeys are akin to snowflakes — each journey being unique and contextual to the specific organization

This theme is also manifesting strongly in the supply landscape — there is an increasing convergence of IT security service provider segments
as various provider segments look to fill portfolio gaps and strengthen their “end-to-end” business-aligned security services play

In this research, we present fact-based trends impacting the security services market, along with assessment and detailed profiles of 21 IT
service providers featured on the IT security services PEAK Matrix. Each service provider profile gives a comprehensive picture of their security
services vision, services capabilities, scale of operations, key solutions, and partnerships

The assessment is based on Everest Group’s annual RFI process conducted over Q2 and Q3 2018, interactions with leading IT security service
providers, and analysis of the IT security services marketplace

Scope of this report:

Services: IT security services
Geography: Global
Service providers: 21 leading IT service providers

This report includes the profiles of the following 21 service providers on the IT security services PEAK Matrix:

Leaders: Accenture, DXC Technology, IBM, and Wipro

Major Contenders: Capgemini, Cognizant, Fujitsu, HCL Technologies, Infosys, LTI, Luxoft, Mphasis, NTT DATA, Secureworks, TCS,
Tech Mahindra, and Unisys

Aspirants: Microland, Syntel, YASH Technologies, and Zensar

/Rerest Group® Copyright © 2018, Everest Global, Inc. 5
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This report focuses on IT security services and offers insights
into the key IT security services market trends and prominent
service providers operating in this space

Focus of this research NOT EXHAUSTIVE
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Security architecture design and rearchitecting, security roadmap

formulation, security implementation services, etc.
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Consulting/assessment services
Design and implementation services
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Security services — market definition

End-point security
End-point security (end-points including desktops, mobile devices, servers, etc.) — Host Intrusion Prevention Systems
(HIPS), malware protection, managed web proxy, managed encryption, endpoint detection and response, etc.

Application security
Application security testing, application whitelisting, application self-protection, application control, web application
security (including firewalls), sandboxing, SAST/DAST, code hardening, APl management, SSL offloading, etc.

Identity and Access Management (IAM)
Multi-factor authentication, access management, user provisioning, password management, PKI, Identity-as-a-
Service, privileged identity and access management, active directory services, single sign-on, etc.

Data and content security
Security services for structured and unstructured data: Data Loss Prevention (DLP), data encryption, protection &
monitoring, database security, storage security, etc.

Network security

Firewalls, email/lURL gateways, Network Intrusion Prevention Systems (IPS), Distributed Denial-of-Service (DDoS)
prevention & mitigation, Unified Threat Management (UTM), VPN, network control, Advanced Persistent Threat (APT)
solutions, network access control, etc.

Risk management and compliance
IT Governance, Risk Management, and Compliance (GRC), threat intelligence, security analytics, cyber assurance, etc.

Cloud security
Security services specifically deigned for securing and governing virtual workloads and hybrid IT environments

Copyright © 2018, Everest Global, Inc.
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R
Our research methodology is based on four pillars of strength
to produce actionable and insightful research for the industry

e Market thought leadership

e Actionable and insightful research
e Syndicated and custom research deliverables

o Robust definitions e Primary sources 0 Diverse set of o Fact-based research

and frameworks of information market touchpoints (Data-driven analysis
(F&A pyramid, multi-process (Annual contractual and (Ongoing interactions across with expert perspectives,
FAO definition, Total Value operational RFls, service key stakeholders, input from trend-analysis across market
Equation (TVE), PEAK Matrix™, provider briefings and buyer a mix of perspectives and adoption, contracting, and
market maturity) interviews, web-based surveys) interests, supports both data service providers)

analysis and thought

leadership)

Services Problem
Industry

Issue | Issue I\ \ssue

[T

Data Gathering and Analysis

HIMHBS'E [«

Conclusions and Recommendations

Annual RFI process and interaction with leading IT security providers
Dedicated team for IT infrastructure and IT security services adoption trends

Over 25 years of experience in advising clients on global services decisions
Executive-level relationships with buyers, service providers, technology providers, and industry associations

A Copyright © 2018, Everest Global, Inc.
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Everest Group’s IT security services research is based on four
key sources of proprietary information

e Proprietary database of IT services contracts of major IT service providers with
security services in scope of work (updated annually)
e The database tracks the following elements of each contract:

> o .
— Buyer details including size and signing region accenture CG‘PWVWN‘ Cognlzqnt
— Contract details including service provider, contract type, TCV and ACV, service

provider FTEs, start and end dates, duration, and delivery locations
— Scope details including share of individual buyer locations being served in each v o)
contract, Line of Business (LOB) served, and pricing model employed D, € DxCitechnology FJJ[TSU  #FACA

Service providers assessed

e Proprietary database of IT service providers (updated annually)

~
e The database tracks the following for each service provider: |nf0$6 LTI (lt’):OFT Pﬂgﬁﬁlﬁﬁg
— Revenue and number of FTEs — Revenue split by region

— Number of clients — Location and size of delivery centers
— FTE split by different LOBs — Technology solutions developed

& Mphasis NTTData  Secureworks
e Service provider briefings

— Vision and strategy

— Key strengths and improvement areas
— Annual performance and future outlook

— Emerging areas of investment SUNIrSL Tech
= = TATA CONSULTANCY SERVICES  mahindra

e Buyer reference interviews, ongoing buyer surveys, and interactions
— Drivers and challenges for adopting IT security services
— Assessment of service provider performance
— Emerging priorities
— Lessons learnt and best practices

YASHY  zensar

ECHNOLOGIES

UNISYS | s

More than what you think.

Confidentiality: ~Assessment for Fujitsu, IBM, Secureworks, and Tech Mahindra excludes service provider inputs and is based on Everest Group’s proprietary Transaction Intelligence (TI)

database, service provider public disclosures, and Everest Group’s interactions with buyers; analysis for Syntel is based on the assessment of its capabilities prior to the
announcement of Syntel’s acquisition by Atos

Everest Group takes its confidentiality pledge very seriously. Any information, that is contract-specific, will be presented back to the industry only in an aggregated fashion
/Eerest Group®
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This study offers a deep dive into key aspects of IT security
services market

Everest Group PEAK Matrix™ for IT Security Services 20191:2 Capability assessment lllustrative example

Everest Group IT Security Services — Market Trends and PEAK Matrix™ Assessment 20192 Measure of capability: @ High (D Low

Market impact Vision & capability
Scope of Innovation
Value services and Delivery Vision
Portfolio mix | delivered Overall offered investments |  footprint strategy Overall

® Leaders ® Major Contenders O Aspirants Y% Star Performers
h
High

Service provider | adoption

Major Contenders

Service provider 1
Service provider 2

Service provider 3
Capgemini

Fujitsu ® L4

i ®Unisys
Cognizant oy .V

Service provider 4

Service provider 5

Service provider 6

Market Impact
(Measures impact created in the market)

Service provider 7
Service provider 8

Service provider 9

Everest Group’s remarks on service providers lllustrative example

Measure of capability: ‘ High O Low
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Aspirants

Low
Low High
Vision & capability Market impact Vision & capability

(Measures ability to deliver services successfully)

Scope of
Market Value services ovation and Delivery Vision and
1 Assessment for Fujitsu, IBM, Secureworks, and Tech Mahindra excludes service provider inputs and is based adoption Portfolio mix delivered Overall offered investments footprint strategy O

verall
on Everest Group’s proprietary Transaction Intelligence (T1) database, service provider public disclosures, and G @ O G O @ @ @ G
Everest Group’s interactions with buyers

2 PEAK positioning for Syntel is based on the assessment of its capabilities prior to the announcement of Syntel's

acquisition by Atos Strengths Areas of improvement
Source:  Everest Group (2018)

e Service provider has a strong focus on extending
localized consulting services and making investments
aimed at building next-generation IT security portfolio
across the security services stack

e The service provider needs to improve balance in
“transformation” and “run” services

Proof points around large-scale transformation

roadmaps are still limited in number

e Strong focus on integrating a vertical-specific story
with IT security

A ® Copyright © 2018, Everest Global, Inc.
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This report has 21 IT service provider profiles, focusing on
their IT security services vision and strategy, scope of
services, innovation and investments, and delivery footprint

Service provider | IT security services profile (page 10f2)
IT security services overview

rgne S e

» Credide nvesiments in espanding delvery footprnt across the globe * Pleeds 0 =cale up iis senices and expand focus beyond Morth Amenca; imibed
& Balanced approach across secunty “trareformation” and “run’ operations enterprise mindshare as an infrastructure security provider
# Dedicaled focus on next-generation security senices defvered in an “as-a- ® Meeds {0 expand parner ecosystern across ansas such as auiomation & anakics

serice’ deal corstruct

Soope of cowerage:
¥¥Z manages over 1.4 millon P addresses and close fo 20 bilon events per day. i also manages maore than 7,200 frewalls and nrusion prevention devices and over
1.4 milion end-user devices

IT security services revenue Adoption by service segments  EEHighi=20%) W Wedum (10-20%) B Lowl<10%)
<UIS5200 milion ”i’:g:];f:lm LSS Bilien Wertity & socess management [ | Netwerk securiy
! lion ﬁ
AORIKEION STty EE | Fick managemsent and Com . . R i N
Aoption by zervicatype 8 Hgh (20°%) 8 Madium (10205%) @BLow (<T0%1 || [t securty | cousecury Service provider | IT security services profile (page 2of 2)
Cansuling [e=ign & implemertation Managed senices As-a-zerice || End.peint security - |T SECI_,II‘il Ser\fices Offerin 5
- - - - y g

Adoptian by geography W Hpn (255 ) Waarate 10-05%) NOT EXHAUSTT

Adopiion by industry W HpN [=20%) W (10-20%; B Lowi=10%)

e
aes| B | Eneny and uilles - -
H - Service provider ams bo be the inosted secunty pariner that cusiomers approach for secunity advisary, iransformation, and managed serices to address curment and
Technokgy B Hestheare and Ife sciences - upcoming security chalenges. & also seeks bo enable clients with innovative approaches and manage ther riskinio the futore. Sendce provider focuses on enabling
" . H | distribution. and GPE chents 1o mprove cybersecunty io embrace dgial ransformation and dimee innovabon.
Pubic W Telecom, meda, aod entetsnment Proprietary solutions |r
Saliticn
Adapticn by buyer groug . 20%) B Vadum (10-20%; B Lowit0%) 2
K Soution 1 Help= enlerprizes manage pridieged credentials and access nghis, proactively monior and control privieged actiaty, dentify suspicious acteaty, and
Sl (zrrus revenue < WSS bilion) [ | quickly respond 1o threats
Medium {annual revenue = USE1-6 bilan) L] Solution 2 Drata mersking sokfion driven by engine-besed archiaciune with muli-platfomi support. Allws Tor and praserses referental integrity Bcness data
Lange (arvusl reverise = LSS5 bikon) -— slores=platiomns and delvers consistert masking suppor Tor a variety of data slones
Solution 3 End-to-end automation for repestable S0P based issue resciution. Offers connectors 1o TS bocls - read requests, updste tcket status, and BOTS

Sourca: Everast Group (2013}
for auctioning resclution

Copyright & 20M8, Everest Global, e
EGR-2018-20-R- 3000

T security services partnerships

[PEPIF Ty & pariivers Datsdi
Fartngr 1 Technokegy parinership Slrategic partner for XYZ ASC, data protection Solutions, &l
Fariner 2 Technokegy parinership | Premier pariner for X¥2 security solutions

Cther partners include Parner 1, Parner 2 Parner 3. and Partner 4, amangst others

Riecent sctivities representative list)

Develapasent Ditails

Parinership with XYZ Parinered with XYZ in setting up a jont CoE Key objectives inchude enabing asscciales 1o skilup innewer securty areas. analyze and
troubleshoct customers-specific security use-cases, and develop rew offerings. 820 platiomn enables secunity architects and engineers 1o
paricipaie n cyberwar exercises by organng them in teams as red, blue, and green cabegones

Froduci launch YT i designed 1o report the risk of a cyber data breach aeness sie commin altack veclors. The assessment messures security conirol
Fatunty BCroes 17 comtil Catenunes
Takerk reskiling Has made significant direct investment in X2 to irain and develop nesd-generation pracliioners in security senices
ﬁﬂm Group Cogynght € 2018, Everest Global, o
a P EIGR-2015-20-R-H00
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Research calendar - Cloud and Infrastructure Services

Il Published Planned 1 __| Current release

Flagship CIS reports Release date

Top 30 IT Security Trailblazers: Rise of the “Digital” Security Paradigm January 2018
Digital Workplace Services — Market Trends and PEAK Matrix™ Assessment: Enterprise’s Wish is Not Service Provider's Command! _______________ June 2018
IT Infrastructure Services Automation — Market Update and PEAK Matrix™ Assessment for Solutions (Focus on IT Service Providers) ... __ July 2018
Cloud & infrastructure Services Annual Report 2018 July 2018
Cloud Enablement Services — Market Trends and PEAK Matrix™ Assessment - - November 2018
IT Security Services — Market Trends & PEAK Matrix™ Assessment ______________________________________________ December2018

Thematic CIS reports

Upcoming Contract Renewals — Infrastructure Services . . February 2018
Enterprise Pulse . March 2018
Enterprise Primer for Artificial Intelligence & Machine Learning Q3 2018
Viewpoint — Demystifying IT infrastructure services automation_ .. Q32018
BigTech Wars — Container orchestration Q12019
Viewpoint — Security services automation and analytics: hype vs reality - - Q12019
Note: For a list of all CIS reports published by us, please refer to our website page
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e
Additional research references

The following documents are recommended for additional insight into the topic covered in this research. These documents either provide
additional details, or complementary content that may be of interest

1. Cloud and Infrastructure Services — Annual Report 2018: “Al Stands to Make IT Infrastructure Services Invisible”
(EGR-2018-29-R-2720); 2018. The report provides insights across the comprehensive Infrastructure Services (IS) landscape. It covers global IT
services market size and its distribution by service type, geography, and industry. The report also covers IS deal trends by buyer industry, buyer size,
and buyer geography. Our annual research analyzes this theme and provides data-driven facts and perspectives on the overall cloud and Infrastructure
Services market. Apart from the typical IS, the research also analyzes key trends in automation and real-time analysis

2. IT Security Services — Top 30 IT Security Trailblazers: Rise of the “Digital” Security Paradigm
(EGR-2018-29-R-2540); 2018. Startups stand to play a key role in this new “digital security” paradigm by driving innovation across security segments
through next-generation concepts such as orchestration, cloud-based security, artificial intelligence, and machine learning. In this research, we present
an assessment of IT security startups, primarily focusing on their innovation, growth story, and the impact they have created in the market. We present
detailed profiles of 30 IT security startups across security analytics, security automation and orchestration, endpoint security, cloud security, and

0T security

For more information on this and other research published by Everest Group, please contact us:
Chirajeet Sengupta, Partner chirajeet.sengupta@everestgrp.com
Yugal Joshi, Vice president yugal.joshi@everestgrp.com
Ashwin Venkatesan, Practice Director ashwin.venkatesan@everestgrp.com
Bharath Reddy, Senior Analyst bharath.reddy@everestgrp.com
Sarweshwer Gupta, Analyst sarweshwer.gupta@everestgrp.com
ITS research: ITSresearch@everestgrp.com
Website: www.everestgrp.com | Phone: +1-214-451-3000 | Email: info@everestgrp.com
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Everest Group®

From insight to action.

About Everest Group

Everest Group is a consulting and research firm focused on strategic IT, business
services, and sourcing. We are trusted advisors to senior executives of leading
enterprises, providers, and investors. Our firm helps clients improve operational

and financial performance through a hands-on process that supports them in making
well-informed decisions that deliver high-impact results and achieve sustained value.
Our insight and guidance empower clients to improve organizational efficiency,
effectiveness, agility, and responsiveness. What sets Everest Group apart is the
integration of deep sourcing knowledge, problem-solving skills and original research.
Details and in-depth content are available at www.everestgrp.com.

Dallas (Headquarters)
info@everestgrp.com
+1-214-451-3000
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india@everestgrp.com
+91 806-781-9999
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+91-124-496-1000
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unitedkingdom@everestgrp.com
+44-207-129-1318

New York
info@everestgrp.com
+1-646-805-4000

Toronto
canada@everestgrp.com
+1-416-388-6765

Stay connected

Website

www.everestgrp.com

Social Media
@EverestGroup

m @Everest Group

Blog Sherpas In Blue Shirts
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